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FIT FOR elDAS?

elDAS in a nutshell

EU Regulation No 910/2014 on Electronic
Identity, Authentication, and Signatures

Provides cross EU:
e Common representation of electronic identities

* Legal recognition of secure electronic signatures

e Framework for assuring the trust service infrastructure
supporting signatures and authentication

* Facilitates secure exchange of documents across Europe

e Enabled through use of trust services with governmental
oversight

e Trust services create, preserve and validate electronic
signatures, time-stamps and seals

* Support registered e-delivery

e Government accredited Trust Service Providers (TSPs)
must use certified devices for root of trust

Why elDAS?

* Need to support business’ digital transformation and
europe's digital agenda for economic prosperity

o Address lack of “legal certainty” missing from
earlier regulation

e Comply with new government regulation

® Incomplete end-to-end digital online journey

*

 Adoption of digital financial services continues to increase
e Use of electronic signature growing at rate of 53%**

® 52% of cross-border transactions currently blocked***

* World Payments 2016 Report
** Forrester Research
*** European Commission

The evolution of elDAS

1999

Original EU directive on
electronic signatures

Inconsistent implementation

2014

elDAS regulation published

Thales plays consultative role in
standards body and evaluation process

2015

Thales partners with TSPs to
implement elDAS across Europe

2016

elDAS is in full force

Thales nShield Hardware Security

Modules (HSMs) certified as QSCD

2018

Cross-border elD recognition

Benefits of elDAS

e Allows free circulation of legally recognized transactions
e Enables more convenient and flexible services at lower costs

e Cuts processing times and speeds-up business

* Makes transactions more secure
* Reduces fraud
® Provides trust in information exchanged across Europe

e Fully functional single market to grow EU’s economy
by €414bn*

e Consumer savings to reach €11b**

* European Commission
** Forrester Research

How elDAS works
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TSPs create, validate and verify electronic
signatures, time-stamps and seals using QSCDs
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Thales provides critical
QSCD for root of trust
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Enterprises and consumers use electronic signatures,
time-stamps and seals to perform digital transactions

What's next for elDAS

Full implementation, ~Government agencies  TSPs at the front lines
Ecosystem offers and enterprises with compliant services
qualified services must comply

Count on Thales to ensure you are fit to comply

CLICK TO DOWNLOAD elDAS
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