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Survey results from 1,688 respondents in 12 countries

The Rise of the loT

The IoT is the fastest growing trend driving the
6_.6”—0 deployment of applications that use PKI
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42%

of 10T devices in use will use digital certi cates for
identi cation/authentication in the next two years.
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The most important PKI capabilities
for IoT deployments are:

Scalability to millions of
managed certi cates

45%

Online revocation 39%

FIPS 140-2 Level 3 HSMs fo

Root and Issuing CA 30%
for 10T devices
Cloud deployment model_ 29%
Support for Elliptic
P b 27%

Curve Cryptography

Enterprises are beginning to
E encrypt data from IoT devices

49% of respondents indicate

that they either extensively or
partially encrypt loT device data

Ongoing importance of PKI today

i% HOW MANY APPLICATIONS USE YOUR PKI?
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APPLICATIONS THAT MOST COMMONLY
USE DIGITAL CERTIFICATES

SSL certl cates for publl
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Private networks and VP 71%
Public cloud-based m

applications and services

Device authenticationfill—ar 0
r' 51%
authentication s 0

Private cloud-based ﬂ
applications

Document/message signin 42%
Code signing m 32%

J GROWTH IN CERTIFICATES ISSUED
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Investment in PKI

QQ STRENGTHENING OF PKI SECURITY CONTROLS

3 year
growth
HSMs MULTI-FACTOR
|ncreasing use Of AUTHENTICATION
HSMs to protect Increasing use of
root/policy/issuing CAs multi-factor authentication
for PKI administrators
o
pi% 00
‘- 4
increase from
66% 62% 2016 to 2018
IMPORTANCE OF COMMON PKI SPECIALISTS
CRITERIA AND FIPS Organisations are
CERTIFICATION FOR PKI increasingly hiring

PKI specialists

Industry
perspective

Ongoing PKI challenges

TOP CHALLENGES IN
DEPLOYING/MANAGING PKI

Insuf cient skills _ 48%
Insuf cient resources_ 47%
Too much change or uncertain 39%
Necessary performance an 35%
reliability is hard to achieve
Lack of clear understandin
35%
of the requirements
Lack (_)f v!S|b|I|ty of tr_le 3204
applications that will
depend on PKI
. Despite increasing use of some security controls,
- 30% of respondents are still using
passwords alone (without a second

authentication factor) in their PKls

Conclusion
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